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May 6, 2015

 Introduction of RMTD Staff
 Introduction of New Members
 Introduction of Special Guests
 Agenda
 Logistics
◦ Restrooms
◦ Refreshments
◦ Emergency Alarms and Procedures
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Jennie Younkin

Gordon Amsbaugh

Kirk Barfuss
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 For your use at accident scene
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PHOTOS HELP
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 May 15, 2014

 DPHHS detected suspicious activity on one of 
the main servers.

 DPHHS immediately took the server offline 
and began a thorough investigation.

 There was no evidence that any data on the 
server was ever accessed.

 DPHHS along with RMTD prepared to notify 
individuals whose information was potentially 
accessible on the server.



5/6/2015

11

 1.3 million people were notified.

 23,085 individuals signed up for free credit 
monitoring.

 7,535 people contacted the call center.

What are the Risks?

 Theft, loss, or unauthorized disclosure of 
personal information (i.e. names, social 
security numbers, financial account 
information, health-related information, 
etc.).
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1. Protected Health Information (“PHI”) – individually 
identifiable information related to treatment, health 
condition, or payment for health care services; and 

2. Personally Identifiable Information (“PII”) –
Information capable of uniquely identifying an 
individual 

Name plus one non-public identifier (e.g., SSN, 
DL number, date of birth, financial account 
information)
Even without a name, 87% of US citizens 
individually identifiable with gender, zip code, 
and date of birth 

 First name or first initial and last name of an individual 
in combination with any one or more of the following 
data elements when the name and the data elements 
are not encrypted: 

1. Social Security number or tax identification number; 

2. Driver's license number, state identification number or 
similar identification number issued by any state, 
district or territory; 

3. An account number or credit or debit card number in 
combination with any required security code, access 
code, or password that would permit access to a 
person's financial account. 
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 Employee loses an unencrypted portable device (Mobile Device, 
laptop, thumb drive or portable backup drive)

 Theft

 Inside job (employee steals information, particularly upon 
separation with agency)

 Stray faxes, emails 

 Phishing / Malware / virus attacks (especially when working 
remotely on an unsecured network) 

 Failure to purge/scrub computing devices scheduled for 
destruction 

 Weaknesses in "Cloud" security 

In Montana, "data breach" means the: 

“unauthorized acquisition of computerized 
data that materially compromises the security, 
confidentiality, or integrity of personal 
information maintained by a state agency or by 
a third party on behalf of a state agency and 
causes or is reasonably believed to cause loss 
or injury to a person. Mont. Code Anno., § 2-
6-501(1)”. 
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Notify RMTD

 Upon discovery or notification of the potential 
release of personal information, the state agency 
that maintains the personal information should 
notify the Risk Management & Tort Defense 
Division immediately at 406-444-2421. 

 The immediate supervisor should assure that the 
‘Report of Incident’ form is accurately completed, 
signed, and sent to the Risk Management & Tort 
Defense Division within two business days. 

 Do not contact individuals whose information 
may have been released in the incident. 

 In written correspondence, try to refer to the 
situation as an "incident" and not "a data 
breach." 
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Questions?

Brett E. Dahl, Administrator
Risk Management & Tort Defense Division

P:(406)444-3687
E-mail: bdahl@mt.gov



5/6/2015

16

 The Risk Management & Tort Defense Division 
operates an internal service fund.

 There are four HB 2 rates: Auto, Aviation, General 
Liability, and Property.

 The Montana Legislature authorizes funding for 
insurance in agency budgets each biennium. 

 Insurance proceeds are used to pay claims, 
purchase insurance, and to fund other operational 
expenditures.

 Catastrophic events worldwide (northeastern floods) 
resulted in commercial insurance increases and higher 
state deductibles ($2,000,000 vs. $1,000,000).

 The Montana legislature reduced the division’s HB 3 
appropriation from $13.4 million and to $6 million and 
merged it into HB 2.

 Rates are up ‘across the board’.  
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PROPERTY/CASUALTY INSURANCE FUND FEE/RATE INFORMATION

FY 2014 FY 2015 FY 2016 FY 2017

FY 2017 $ 
Change from 

FY 2014

FY 2017 %  
Change from 

FY 2015
Auto 1,248,500 1,248,500 1,498,200 1,498,200 249,700 20%
Aviation 169,961 169,961 169,961 169,961 0 0%
General Liability 8,100,000 8,100,000 9,720,000 9,720,000 1,620,000 20%
Property 5,040,000 5,040,000 6,300,000 6,300,000 1,260,000 25%
Total 14,558,461 14,558,461 17,688,161 17,688,161 3,129,700 21%

FY 2014 FY 2016 FY 2017

FY 2017 $ 
Change from 

FY 2014

FY 2017 %  
Change from 

FY 2015
Auto 1,248,500 1,498,200 1,498,200 $249,700 20%
Aviation 169,961 169,961 169,961 $0 0%
General Liability 8,100,000 10,824,476 10,824,476 $2,724,476 34%
Property 5,040,000 6,300,000 6,300,000 $1,260,000 25%
Total 14,558,461 18,792,636 18,792,636 $4,234,176 29%

FY2008 FY2009 FY2010 FY2011 FY2012 FY2013 FY2014 FY2015 FY2016 FY2017

Budgeted Premium 12,881,898 12,900,022 12,297,451 12,297,451 12,297,451 12,297,451 14,558,461 14,558,461 18,792,636 18,792,636

Total Losses and Expenses 14,858,682 13,068,802 10,713,239 10,527,499 43,531,523 13,451,021 17,364,359 15,436,348 15,492,707 15,764,397

Total Assets 24,888,123 25,849,151 26,670,977 32,031,223 3,509,251 15,429,481 13,269,929 18,467,922 21,256,896 23,774,181

Total Liabilities 18,189,123 17,617,151 18,121,977 19,036,223 20,172,543 17,782,481 18,423,914 18,591,148 19,318,321 20,076,220

Reserves 6,699,000 8,232,000 8,549,000 12,995,000 (16,663,000) (2,353,000) (5,153,985) (123,227) 1,938,575 3,697,961
Actuarial Target Funding Ratio: Total Liabilities to Reserves
Actual Funding Ratio Achieved: 2.72 2.14 2.12 1.46 -1.21 -7.56 -3.57 -150.87 9.97 5.43
Actuarial Reserve Funding Target
Actuarial Reserve Target Overage (Shortfall) -3,339,109 -1,806,110 -1,489,110 2,956,890 (26,701,110) (12,391,110) (15,192,095) (10,161,337) (8,099,535) (6,340,149)

10,038,110

0>Target< 2.00

Risk Management & Tort Defense Division
Historical Changes in Budgeted Premiums, Expenses, Assets, Liabilities, and Reserves

For the Period Ending June 30th
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Fiscal 
Year

# Claims 
#Autos 

(0's)
$Losses 
(000's)

#Claims per 
5,000 Autos 

$Claims per 
5,000 Autos 

(000's)

FY11 189 610 806 155 660
FY12 153 606 1,136 126 937
FY13 148 615 290 120 235
FY14 182 620 278 146 224

Auto Liability Claims Trends
as of 06/30

Auto Liability Trends

Auto Liability Trends
% of Total Claims - Top Agencies % of Total Incurred Losses - Top Agencies
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Auto Comp/Collision Trends

Fiscal 
Year

# Claims 
#Autos 

(0's)
$Losses 
(000's)

#Claims per 
5,000 Autos 

$Claims per 
5,000 Autos 

(000's)

FY11 199 217 414 458 954
FY12 210 227 367 462 808
FY13 218 240 433 454 902
FY14 309 252 610 613 1,210

Auto Physical Damage Claims Trends
as of 06/30
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Auto Comp/Collision Trends

% of Total Claims - Top Agencies % of Total Incurred Losses - Top Agencies
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General Liability Trends

Fiscal 
Year # Claims #FTEs (00's)

$Losses 
(000's)

# Claims per 
10,000 FTEs

$ Claims Per 10,000 
FTEs (000's)

FY11 472 225 2,589 209 1,151

FY12 334 225 968 148 430

FY13 291 227 373 128 164

FY14 196 229 39 86 17

General Liability Claims Trends
as of 06/30

General Liability Trends

% of Total Claims - Top Agencies % of Total Incurred Losses - Top Agencies
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Property Trends

Fiscal 
Year

# Claims Per 
($100,000,000) 

$Values 
(000,000's)

$ Losses 
(000's)

# Claims Per 
$100,000,000 

Values

$Losses per 
$1,000,000,000  

Values     
(000's)

FY11 660 4,781 1,447 140 302
FY12 490 4,761 729 100 153
FY13 510 4,723 878 110 185
FY14 790 4,908 3,602 160 733

Property Claims Trends
as of 06/30
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Property Trends
% of Total Claims - Top Agencies % of Total Incurred Losses - Top Agencies



5/6/2015

24

Property/Casualty Insurance Fund

Brett E. Dahl, Administrator
Risk Management and Tort Defense Division

444-3687
bdahl@mt.gov
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Handouts for this section include: 
 HB 354
 Loss Mitigation Expense Program Application
 Upcoming Training
 Responsibilities of Risk Management 

Committee Members

Julie Ouzts

By Brett Dahl
and Julie Ouzts

Julie Ouzts
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By Julie Ouzts

Julie Ouzts

Julie Ouzts

By Brett Dahl
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Julie Ouzts

By Brett Dahl

Aric Curtiss
Mike Anderson
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Never* too late to participate

Earn up to 10% discount 
applied against budgeted 
property insurance premium in 
FY2016

* Program submissions due by June 1

Average Earned  
Premium Discount

per participant per year
$15,379
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Average Earned  
Premium Discount

per participant per year
$15,379

Average Unrealized
Premium Discount

per participant per year
$1,256

Notice of Election is 
available now

Return to RMTD by June 
15th

Eligibility Requirement: 
1) Be assessed a property 

insurance premium
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Aric Curtiss
Mike Anderson

FY2014 was Record Setting Year:
◦ 215 properties surveyed
◦ 40 locations visited

FY2015 on track to New Record 
Year:
◦ Presently 279 properties surveyed
◦ Additional surveys scheduled May 

11-15
◦ Predict 4x number three years ago



5/6/2015

31

Our primary property loss control consulting 
firm has become overwhelmed by our activity

 One additional engineer assigned for underwriting 
surveys

 Existing account engineer devoting additional time 
for building plan reviews and general consulting 

 One to Two additional thermographers assigned for 
infrared surveys
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Age
Issues

for
Automatic Fire Sprinkler

Systems

NFPA 25 Inspection, Testing, and Maintenance of 
Water-Based Fire Protection Systems

5.3.1.1.1.6:
“Dry sprinklers that have been in service for 10 years shall be 
replaced or representative samples shall be tested and then 
retested at 10-year intervals.”
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NFPA 25 Inspection, Testing, and Maintenance of 
Water-Based Fire Protection Systems

5.3.1.1.1.3:
“Sprinklers manufactured using fast-response elements that 
have been in service for 20 years shall be replaced or 
representative samples shall be tested and then retested at
10-year intervals.”

NFPA 25 Inspection, Testing, and Maintenance of 
Water-Based Fire Protection Systems

5.3.1.1.1 & 5.3.1.1.1.1:
“Where sprinklers have been in service for 50 years, they shall 
be replaced or representative samples from one or more 
sample areas shall be tested. Test procedures shall be 
repeated at 10-year intervals.”
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NFPA 25 Inspection, Testing, and Maintenance of 
Water-Based Fire Protection Systems

5.3.1.1.1.5:
“Where sprinklers have been in service for 75 years, they shall be 
replaced or representative samples from one or more sample areas 
shall be submitted to a recognized testing laboratory acceptable to 
the authority having jurisdiction for field service testing and repeated 
at 5-year intervals.”

NFPA 25 Inspection, Testing, and Maintenance of 
Water-Based Fire Protection Systems

5.3.1.1.1.2:
“Sprinklers manufactured prior to 1920 shall be replaced.”
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NFPA 25 Inspection, Testing, and Maintenance of 
Water-Based Fire Protection Systems

5.3.1.2 & 5.3.1.3:
Testing shall include 1% or a minimum of 4 heads.

If a single head fails testing all sprinkler heads shall be 
replaced.

NFPA 25 Inspection, Testing, and Maintenance of 
Water-Based Fire Protection Systems

4.1.1:
“The property owner or designated representative shall be 
responsible for properly maintaining a waterbased fire 
protection system.”
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Your fire protection system contractor can assist in 
determining age and style of individual sprinkler 
heads.

Local staff should maintain records and anticipate 
requirement timelines.

RMTD can be contacted for more Code requirements.

Local authority having jurisdiction determines 
specific requirements. 

Fuel
Cans
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We recommend the use of approved safety cans for 
the storage and handling of flammable and 
combustible liquids such as gasoline, diesel, 
kerosene and other fuels.

Improper storage or handling of these liquids can 
greatly contribute to the risk, spread, and intensity 
of fire.

OSHA Standard 1926.152 states (paraphrased):

Only approved containers shall be used for storage 
and handling of flammable liquids. Approved safety 
cans shall be used for the handling and use of 
flammable liquids in quantities of 5 gallons or less.



5/6/2015

38

(OSHA Standard 1926.155(l))

 closed container, 
 not more than 5 gallons capacity,
 flash-arresting screen,
 spring-closing lid,
 spout cover, and
 designed that it will safely relieve

internal pressure

Aric Curtiss
Mike Anderson
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Through calendar year 2014 RMTD 
commissioned the appraisal of all state 

buildings estimated to have replacement cost 
values in excess of $5,000,000.

Through calendar year 2014 RMTD 
commissioned the appraisal of all state 

buildings estimated to have replacement cost 
values in excess of $5,000,000.

174 insured buildings   (3.7%)
$3,324,704,016 insured value   (77%)

12,331,374 square feet   (40%)
35 unique locations
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Key Results:
Value of appraised buildings increased 3.66%

 Construction Cost indices over the past 4 years range from 
1.5% to 4.5%.

 Equipment Cost indices for the same period range from 
0.9% to 4.0%.

Results support:
 RMTD has applied effective inflation factors, and;
 PCIIS formulas are accurate.

Buildings not appraised account for just 23% of 
the state’s insured value.

When applied, RMTD inflations factors tend to 
be accurate and sufficient.

Buildings not appraised may be 
evaluated using RMTD’s Property
Valuation Matrix.
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Aric Curtiss
Risk Management and Tort Defense Division

444-3486
ACurtiss@mt.gov
Mike Anderson

Risk Management and Tort Defense Division
444-2617

mike.anderson@mt.gov
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Brett Dahl

 Property/casualty insurance programs for 57 agencies, 8 
universities, and hundreds of boards, councils, and 
commissions. 

 Insure 4,700 properties, 22,000 state and university 
employees, and 6,000 vehicles.

 Cover $220 million in revenue streams at state and 
university properties. Examples:  parks, tuition, fees, 
bookstores, and cafeterias.

 Insure property values exceeding $4.7 billion. Insure fine 
art values exceed $385 million.

 Administer 19 commercial insurance programs and four 
self-insured programs. 

84
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 Accidental Death & 
Dismemberment

 Aircraft
 Airports
 Auto
 Boilers & Machinery
 Crime (Fidelity)
 Cyber/Information 

Security
 Fine Art
 Foreign 
 Foster Care
 General Liability

 HIPAA
 Inland Marine
 Motorcycle Accidental 

and Liability
 Notary Bond
 Pollution/Environment

al
 Professional Liability 

(Student Interns)
 Professional Liability 

(Physicians)
 Property
 Surety Bond
 Special Events

 Cyber (excess) 

 Foreign 

 Property

 Medical Professional 
Liability (Student 
Interns)

Line Approach
No intent to bid. Expecting  
a 30% rate increase. 

Looking to add repatriation for 
non-political events with 
multiple carrier and deductible 
options. 

Looking to push the all risk 
limit to $1 billion.  

Looking to push the per 
occurrence limit to $2 million 
including extra-territorial risk.
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 Worldwide catastrophes will have an impact 
on the cost of commercial excess insurance, 
however, the outlook is slightly better than 
last year. 

 Weak investment returns for insurance 
carriers is adding to rate pressure as 
underwriters are required to be more 
circumspect in their risk taking. 

 The State of Montana has taken a higher 
deductible and is, thus, bearing more risk. 

Brett E. Dahl, Administrator
Risk Management and Tort Defense Division

444-3687
bdahl@mt.gov



5/6/2015

45

Kristie Rhodes

Kristie Rhodes
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Brett Dahl


