Disaster Planning
   - Phase 3: Preparedness

A facility with trained personnel is ready to respond to any potentially disastrous event. Below are nine steps that will help you through phase three.

1. Begin by setting up procedures for locating and getting to needed equipment and supplies in an emergency situation. 

2. Assign responsibility for storing, controlling, protecting and maintaining equipment and supplies. 

3. Compile and maintain an inventory list. 

An inventory list might include such things as 

· critical equipment and supplies 

· suppliers 

· storage 

4. Establish procedures for locating and getting to needed equipment and supplies in an emergency situation 

Procedures might be written to deal with

· emergencies 

· access

5. Ensure vital records are stored securely and protected. 

Vital records could include

· employee files 

· salary and financial accounts 

· customer files 

· patents 

· production data 

· equipment specifications 

· engineering drawings and plans 

· tax records

If on-site,

· store them in a fire-proof safe with a four-hour fire rating.

If off-site, 

· make sure vital records are in a secure area that is 

· quickly accessible 

· fire protected 

· inventoried

A contract with restoration experts may also be useful in case of water damage to documents and/or electronic data and equipment. Both software and equipment can be saved if properly cleaned and dried immediately following a disaster. 

Audit each department for data/information that is not on computer files or that exists only in one location. 

Develop plans to maintain data confidentiality and security in case an emergency compromises security or requires relocation of confidential material.

6. Consider a mutual-aid agreement with a sister location or another company to enhance available resources during an emergency. 

This mutual agreement may encompass

· equipment 

· supplies 

· office space 

· personnel 

· data processing 

· financial aid 

To set up such a plan

· appoint a person in charge to supervise its implementation and coordination 

· develop a written agreement 

· review it for legal issues 

· list specific supplies, equipment, responsibilities and conditions

7. Make sure physical protection systems are in place and operational. 

Physical protection systems include

· automatic sprinklers, 

· fire doors and walls 

· detection systems 

· heat 

· smoke 

· water 

· substance monitors 

· special protection systems 

· pressure reliving construction 

· equipment protection devices 

· safety valves 

· low water fuel cutoffs 

· equipment indicators 

· gauges 

· instrumentation

8. Provide emergency response training for employees. 

Training should include

· how to report an emergency 

· how to recognize a warning system 

· where to go in an emergency 

· how to evacuate during an emergency 

· how to use portable fire extinguishers 

· how to properly shut down equipment 

· how to use medical treatment supplies 

· how to properly shut down equipment 

· how to remove vital records 

9. Establish an emergency response team. 

Some key assignments include: 

· Response team leader 

· Weather monitor 

· Hazard watch/assessment 

· Administrative supervisor 

· Operations supervisor 

· Facilities engineer 

· Medical personnel 

· Evacuation coordinator 

· Security supervisor 

· Public relations coordinator 

· Purchasing agent

Establish various other response teams as/if needed depending on the size of the company and its specific vulnerabilities. 

· Smaller companies may want to assign personnel to handle several assignments.

Identify those areas where some of the emergency response team's activities may dovetail with those of the facility's existing employee emergency organization and coordinate responsibilities with to prevent duplication of effort. 

Determine what the emergency response team needs to know to respond effectively. 

Train the team to respond effectively. 

· Test the team through basic tabletop exercises, drills and full-scale exercises

